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COURSE OBJECTIVES

%  Explain the architecture of a RAC system.

%  Ingtall and configure Oracle Clusterware and Oracle Database Softwarein a
RAC Environment.

%  Add, remove, backup, and recover voting disks and the OCR.

%  Correctly set RAC initialization parameters.

%  Start and stop individual RAC instances and an entire RAC database.

%  Manage redo log files and undo tablespaces for a RAC database.

%  Configure and Manage Servicesin aRAC Environment.

%  Configure Transparent Application Failover for client load balancing, connect-
time, and application failover.

%  Configure a RAC database for archiving redo logs and flashback database
mode.

%  Backup and recover a RAC database and its components.

%  Prepare, configure, remove, and add nodes to an existing cluster.

%  Set up and manage an ASM instance.

%  Migrate a RAC database to ASM.

%  Locate and interpret the contents of critical RAC aert and RAC component log

files.

%  Monitor and diagnose performance issues with built-in utilities, views, reports,
and the OEM.

Page 10 Rev21.2 ©2011 ITCourseware, LLC
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COURSE OVERVIEW

¥ Audience: Database administrators new to the RAC environment.

%  Prerequidites: Oracle 10g Database Administration and at least 6 months
of administration experience recommended.

E Classroom Environment:

» A workstation per student.

Page 12 Rev21.2 ©2011 ITCourseware, LLC



CHAPTER 1

COURSE INTRODUCTION

USING THE WORKBOOK

Thisworkbook designisbased on apage-pair, consisting of aTopic page and a Support page. When you
lay theworkbook openflat, the Topic pageison theleft and the Support pageisontheright. The Topic
page containsthe pointsto be discussed in class. The Support page has code examples, diagrams, screen
shotsand additional information. Hands On sections provide opportunitiesfor practical application of key
concepts. Try I't and Investigate sectionshelp direct individual discovery.

In addition, thereisanindex for quick lookup. Printed lab solutionsarein the back of the book aswell as

onlineif youneedalittlehelp.

The Topic page provides
the main topics for
classroom discussion.

The Support page has
additional information,
examples, and suggestions.

JAVA SERVLETS

THE SERVLET LIFE CYCLE

#  The servlet container controls the life cycle of the servlet.

> ‘When the first request is received, the container loads the servlet class

Topics are organized into
first (3%), second (>), and
third (=) level points.

bntainer uses a separate thread to call

he container calls the destroy ()

As with Java’s finalize () method, don’t count on this being
called.

3 Override one of the init () methods for one-time initializations, instead of
using a constructor.

> The simplest form takes no parameters.
public void init () {...}

> If you need to know container-specific configuration information, use
the other version.

public void init (ServletConfig config) {...

‘Whenever you use the ServletConfig approach, always call the
superclass method, which performs additional initializations.

super.init (config) ;

CHAPTER 2

SERVLET BAsICS

Hands On:

Addan init () method to your 7odayservlet that initial
along with the current date:

Today.java

private Date bornOn;
public void service(ServletRequest
ServletResponse response) throws

{

Callout boxes point out *;vlot was born on " + bornon.tostring())

" + today.

important parts of the
example code.

public class Today extends GenericServlet {

request,

=4 called when the servletis

Code examples arein a
fixed font and shaded. The
online file name is listed
above the shaded area.

ServletException, IOException

toString())

The init () methodis

loaded into the container.

Page 16 Rev2.0.0 ©2002ITCourseware, LLC

Pages are numbered
sequentially throughout
the book, making lookup
easy.
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Screen shots show
20021TC Page 17

examples of what you
should see in class.
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CHAPTER 2 CLUSTER ARCHITECTURE

CHAPTER 2 - CLUSTER ARCHITECTURE

e B
OBJECTIVES

%  Explainthegeneral architectureof a
cluster.

%  ldentify thelocations of the variousfile
types within acluster.

%  Listthedifferent shared storagefile
system options.

©2011 ITCourseware, LLC Rev21.2 Page 17
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CLUSTER ARCHITECTURE

% A cluster consists of multiple interconnected hosts (nodes), that appear to users
and applications asif they are one host.

>

The nodes maintain close communication with one another, typically over
high-speed LAN connections.

Typicaly, the nodes use shared storage, such as a Storage Area Network
(SAN), Network Attached Storage (NAS), or other devices.

%  Software, often called clusterware, running with operating system privileges on
each node, coordinates activitiesin the cluster.

>

>

Tasks of the clusterware include:

. | dentifying which nodes are currently members, and which might
need to be removed (evicted) from cluster activities.

. Monitoring application software (database servers, application
servers, other services), and stopping them, starting them, or
moving their work to another node (failing over) as necessary.

The clustering software may use shared storage to record its own state
and other information.

%  Clustering can provide one or more of several benefits:

>

High availability — Failure of one or more nodes, and the bringing up of
their replacements, is hidden from the user and the overall cluster remains
avalable.

Scalability — More nodes can be brought online to meet growing user
demand.

L oad balancing — New requests are distributed equally (or at least
intelligently) among availablenodes.

High performance — Portions of large tasks can be parcelled out to
separate nodes to be executed in parallel.

Page 18

Rev21.2 © 2011 ITCourseware, LLC



CHAPTER 2 CLUSTER ARCHITECTURE

Inaclugter:
=  Eachnodeisincommunicationwith all other nodes.
= All nodesagree onwhich nodesarevalid and working.

Clusterware on each node provides heartbeat information, visibleto all other nodes, at frequent intervals.
When other membersdon't seeanode'sheartbeat, it can mean:

»  Thenodehascrashed

= Thenode'scommunicationlink hasfailed.

= Thenodeishung.

Inthiscase, theremaining nodesmay voteto evict thenodefrom the cluster. Remaining nodeswill then take
over thefailed node's provided servicesaswell asthe shared resourcesit controlled.

If multiple nodes| ose contact with oneanother, but remain running, each may think it istheonly remaining
node. Applications on the separated nodes could write to shared resources s multaneoudy, each assuming
it'ssafeto do so. Either the clusterware or the application software must therefore be designed to quickly
detect and resolve this split-brain situation.
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SHARED STORAGE

*

The nodes in a cluster need shared access to data in various files.

>

For example, in a RAC Database, at a minimum, shared storage is needed
for:

. The Oracle Cluster Registry (OCR)
. The voting disk
. The database files

The Oracle RDBM S software can be installed on shared storage or locally
on each node.

Following are shared storage file system options and the types of filesthat are
valid on each:

>

Oracle Cluster File System (OCFS V1, V2)

. Oracle RDBMS software (required for OCFS V2 only)
. The Oracle Cluster Registry (OCR)

. The voting disk

. Databasefiles

. SPFILE

Automatic Storage Management (ASM)

. Databasefiles

Raw Devices

. The Oracle Cluster Registry (OCR)

. The voting disk
. Databasefiles
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NODES AND INTERCONNECTS

*

To use the cluster, a client application connects to one of the nodes using a
public |P address for the node, on a public network.

The clusterware instances on the nodes, and applications running on the cluster,
communicate with each other using a private interconnect, sometimes called the
cluster interconnect.

The private interconnect is a very high-speed link that allows processes on
different nodes to interact as one system.

Many cluster architectures use gigabit (or faster) ethernet for the private
Interconnect.

> Other implementationsinclude, among others:

HP Hyperfabric

HP Memory Channel

Sun Scalable Coherent Interface (SCI)
VeritasLLT

If anode's private interconnect fails, it can no longer function as part of the
cluster.

> Clusterware on it and the other nodes will fence it out (prevent output
from the node onto shared storage), evict the node from the cluster, and
possibly initiate a reboot of the node.

If the entire private network fails (say, the gigabit switch goes down), the
clusterware on the nodes must detect and immediately resolve the potential split-
brain situation, where several nodes each think they're the only surviving member
of the cluster.

Fully redundant private interconnects are awise choice in any production
cluster, and can be accomplished through:

> Multiple network interface cards for the private network on each node.

> Plugging each node in to multiple network switches, with switcheson
different circuits and power supplies.
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CLUSTER ARCHITECTURE

Two Node Cluster with Redundant | nterconnects

Public Network

( VIP1 )

Node 1

NIC

NIC

Interconnect Switch 1

Node 2

NIC

Interconnect Switch 2

NIC

VIP2

Inan OracleRAC ingtallation, the privateinterconnect isused both by the clusterwareitsalf (for cluster
synchronization, membership services, etc.), and by the RAC database instances (for exchanging data
blocks, managing locks, etc.). High bandwidth and low latency areimportant for the best performance of
the RAC database. On many systems, multiple network interface cards (NIC) can bebonded, creating a
singlelogical interface of higher bandwidth. Some of these sol utions provideload balancing acrossthe
NICs, and may include automatic failover if oneof theNICsfails.
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VIRTUAL IP ADDRESSES

*

*

To use a service on a cluster, a client application connects to one of the nodes.
> The client may first connect to a dispatcher program, which can determine
(on the basis of load balancing needs, or attributes of the client, for

example) the node to which the client should connect.

= Oracle's TNSLISTENER serves this function in an Oracle RAC
cluster.

Once "connected," the client sends TCP/IP packets to the node's | P address.

»  Thelower-level ARP protocol associates this |P address with the physical
MAC address of the node's network interface card.

> If the node is down (crashed, hung, or disconnected from the public
network), aclient normally waits a specified amount of time (possibly
severa minutes) before giving up and generating an error.

Virtual |P addresses allow for quicker failover when a node goes down.

> Each node has a second, "virtua" |P address (VIP) and hostname
configured for it.

> Clients connect to the virtua 1P address, rather than the direct 1P address.

> When a node goes down, the clusterware detects the failure amost
immediately — much more quickly than the TCP/IP timeout.

. A different node is assigned the failed node's VIP, and broadcasts
its hardware MAC address and the VIP to the network.

n The client will receive a TCP/IP RESET message, indicating
immediately that the old node is gone, and can connect to the new
node.

Applications can be written in such away as to gracefully handle the TCP/IP
RESET, and continue working.
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VIP1 VIP1 VIP2

Node 2

/ AN

Node 1 hasexperienced afailure, causing its V1P addressto transfer over to Node 2.

Usersattempting to connect to Node 1 will beredirected to Node 2.
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ORACLE SOFTWARE

*

There are two, and optionally athird, software components involved in
configuring aRAC environment.

»  The three software components are:

. Oracle Clusterware (Required)
. Oracle Database Software for the RDBM S (Required)
. Oracle Database Software for ASM (Optional)

In Oracle 10g R2 and later, the Oracle Clusterware software must be installed
locally on each node in the cluster.

The Oracle Database software for ASM or the RDBMS can either be installed
on each node or on the shared storage device.

»  The database software for ASM and RDBMS is actually the same
software.

There are pros and cons for installing the Oracle Database Software on each
node or on a shared storage device.

> Installing on each node increases maintenance because files must be
copied to each node.

> Installing on each node allowsfor increased flexibility when applying
patches or upgrades, as one node at a time can be patched while the other
nodes continue to function.

. However, if installed on a shared storage device, all nodes would
need to be stopped at once to apply the patch.
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Oracle Software File Locations— Option 1

Node 1 Node 2
Installed Software Installed Software
Oracle Clusterware Oracle Clusterware
Oracle Database — ASM Oracle Database — ASM
Oracle Database — RDBMS Oracle Database — RDBMS
Shared Storage
Database Files

Oracle Software File L ocations— Option 2

Node 1 Node 2
Installed Software Installed Software
Oracle Clusterware Oracle Clusterware
Shared Storage

Installed Software
Oracle Database — ASM
Oracle Database — RDBMS
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ORACLE CLUSTER REGISTRY (OCR)

%  TheOCRisafilethat maintains cluster and database configuration information,
such as:

. Cluster Name
. Database Name(s)

= Instance Names

. Node Names

. Number of Nodes
. Listeners

. Voting Disk(s)

. OCR Locations

. OCR Backup Locations

. Services

. IP Addresses (VIP, Public, Interconnect)
. Oracle RDBMS Version

. Database L anguage

. ORACLE_HOME Directory

. CRS HOME (Clusterware) Directory
. ASM Instance Information

. SPFILE(s) Locations

%  The OCR must be located on shared storage.

%  TheOCR fileiscreated during theinstallation of the Oracle Clusterware
software.

%  The OCR can be read and updated using Enterprise Manager (EM), the
SRVCTL utility, the Database Configuration Assistant (DBCA), and a number
of other utilities and tools, including SQL*Plus.

%  InOracle 10g R2 and later, the OCR file can be mirrored.
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Database
Configuration
Assistant

Enterprise
Manager

Cluster Name OCR Backup Locations

Database Name(s) Service(s)

Instance Names OCR IP Addresses (VIP, Public, Interconnect)
Node Names Oracle RDBMS Version

# of Nodes Database Language

Listeners ORACLE_HOME Directory

\oting Disk(s) CRS_HOME (Clusterware) Directory
OCR Locations ASM Instance Information

SPFILE(s) Locations

Cluster Information Registered
in OCR
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THE RAC VOTING DiIsK

%  Thevoting disk isafile on shared storage that is used by the Cluster
Synchronization Services (CSS) daemon OCSSD to manage node membership
inthe cluster.
> Nodes are notified any time anode joins or leaves the cluster.

%  Thevoting disk fileis created during the installation of the Oracle Clusterware
software.

%  InOracle 10g R2 and later, the voting disk file can be mirrored.

> By default, three copies of the voting disk file will be created.
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Node 1 Node 2
Instance 1 Instance 2
CSS CSS
N e
I am here! I am here!
Voting
Disk
Shared Storage .
g Voting Mirror
Disk
Voting Mirror
Disk
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LABS

(1) Namethecluster component that i sresponsi blefor mai ntaining cluster and databaseconfiguration
information.

(2 TheOracledatabasefilescan becreated ontowhat type(s) of filesystems?
(3] What roledo virtual | Paddressesplay intheevent of afailed node?

(4 Whichcluster component maintainsacluster membershiplist and providestimely notification of
membershipchanges?

® What i sthemain purposeof theprivate(cluster) interconnect?

(6 Fromthefollowinglistof files, listthefileunder itscorrect designation ontheshared storageof a
RAC system. TheControl Filesitem hasbeendonefor you.

OCR

Redo L og Groupsand Members
SPFILE
ArchivedRedoLogs
DataFiles
PasswordFile
FlashRecovery Area
VotingDisk

Control Files
TempFiles

Undo Tablespace

I nstance-SpecificFiles SharedFiles

Control Files
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CHAPTER 7 - RAC INSTANCE MANAGEMENT

-

OBJECTIVES
Correctly set RAC initialization parameters.
Start and stop an individual RAC instance.

Start and stop an entire RAC database.

L I T

Add, remove, and monitor redo log files for
a RAC database.

%  Manage undo tablespacesin a RAC
database.
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OVERVIEW OF RAC INSTANCE MANAGEMENT

*

You can manage, start up, and shut down instances with OEM, SQL*Plus, or
SRVCTL.

> Both OEM and SRVCTL provide options to start up and shut down all
of the instancesin an Oracle RAC database with a single step.

> Using SQL*Plus requires mulitple steps to start up and shut down all of
the instances in an Oracle RAC database.

The OEM is a browser-based tool that enables you to start up, shut down, and
monitor databases, instances, etc., and is available with two different controls.

. Database Control — Manages a single RAC instance/database.
. Grid Control — Manages multiple RAC instances/databases.

»  The OEM, however, alows you to manage other items beyond SRVCTL.

. Schemas, Tablespaces, Storage, Segments, Performance
Monitoring, and more.

SQL*Plus allows you to operate only the current instance.

»  With the appropriate privileges you can shut down and start up instances,
but only one instance at atime.

SRVCTL isacommand-line utility that can perform many of the same instance/
database functions as OEM.

SRVCTL stores configuration data in the OCR.

»  This configuration data can aso be used by the OEM.
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Oraclelnstance M anagement Tools Summary

Tool Format Advantages
Easy to use.
Oracle Can be used to manage the conmplete instance and database
Enterprise | Browser-Based . o o '
With Grid Control can be used to manage multiple instances.
Manager
Integrated with the OCR.
Can be used to manage mutiple instances such as services or
) listeners.
SRVCTL Command Line
Integrated with the OCR.
Browser-Based | Easy to use.
SQL*Plus | Command Line
GUI-Basad
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STARTING AND STOPPING A RAC DATABASE

%  InaRAC environment, starting and stopping a RAC database means starting
and stopping all of the RAC instances for that database.

%  The OEM and SRVCTL have the ability to shut down and start up aRAC
database with a single step.

%  SQL*Plus must shut down each RAC instance one at time in multiple steps.
> In the case where you want to shut down every RAC instance in the
cluster, OEM and SRVCTL offer a big advantage over SQL* Plus,
especidly inlargeclusters.

%  Starting a RAC database with SRVCTL:

svrctl start database -d <databasename>
[-0 <startupoptions>] [-c <connectstring> | -q]

%  Stopping a RAC database with SRVCTL.:

svrctl stop database -d <databasename> [-0 <stopoptions>]
[-c <connectstring> | -q]
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Valid startup options:

NOMOUNT
MOUNT
OPEN (default)

# svrctl start database -d xyz -o OPEN
Valid stop options:

= NORMAL

= IMMEDIATE (default)
= TRANSACTIONAL
= ABORT

# svrctl stop database -d xyz -o IMMEDIATE
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STARTING AND STOPPING A RAC INSTANCE

%  InaRAC environment, multiple instances can have the same database open at
the sametime.

%  The procedures for starting and stopping a RAC instance are the same as
starting and stopping a single instance.

% A RAC instance can be started or stopped with either OEM, SQL*Plus, or with
SRVCTL.

»  When using ASM, the ASM instances must be started before the database
Instances.

%  Starting a RAC instance options with SRVCTL :

srvctl start instance -d <databasename> -i
<instancenamelist> [-o0 <startupoptions>]
[-c <connectstring> | -q]

»  The startup options for an instance are the same as the start options for a
RAC database.

%  Stopping a RAC instance options with SRVCTL :

srvctl stop instance -d <databasename> -1 <instancenamelist>
[-0 <stopoptions>] [-c <connectstring> | -q]

»  The stop options for an instance are the same as the stop options for a
RAC database.

%  Aswith single instance databases, details about each instance startup and
shutdown can be found in that instance's alert log.

Page 142 Rev21.2 ©2011 ITCourseware, LLC



CHAPTER 7 RAC INSTANCE MANAGEMENT

Stop RAC instancesxyzl and xyz2 that are part of RAC database xyz withthe| MM EDI ATE option:
srvctl stop instance -d xyz -i xyzl,xyz2 -o immediate

Stop RAC instances xyz1 and xyz2 that are part of RA C database xyz with the OPEN option:
srvctl start instance -d xyz -i xyzl,xyz2 -o open

Start adl RAC instancesthat areregistered with the RAC database xyz:

srvctl start database -d xyz -o open
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RAC DATABASE IDENTICAL PARAMETERS

%  Using asingle SPFILE for al your RAC instances is preferred.

> Set the SPFIL E parameter to the location, on shared storage, of your
SPFILE.

%  Set CLUSTER_DATABASE=true.

%  Setting CLUSTER_DATABASE_INSTANCES to the correct number allows
Oracle to tune memory use appropriately.

¥ If there is more than one cluster interconnect, list them in
CLUSTER_INTERCONNECTS.

> You do not need to set this parameter if:

= Your interconnects are bonded at the OS level.

. You have only one interconnect interface.
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Thefollowing parametersmust be setidentically for al RAC databaseinstances.

= ACTIVE_INSTANCE_COUNT

= ARCHIVE_LAG TARGET

= CLUSTER DATABASE

= CONTROL_FILES

= DB_BLOCK SIZE

= DB_FILES

= DB _DOMAIN

= DB_RECOVERY_FILE_DEST

= DB_RECOVERY FILE DEST SIZE
= DB_UNIQUE_NAME

= MAX_COMMIT_PROPAGATION_DELAY
= TRACE_ENABLED

= UNDO MANAGEMENT
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RAC DATABASE UNIQUE PARAMETERS

*

Each instance must have its own unique setting for the following parameters:

>

THREAD
. Used in archived redo log file names.
. Use the same number as INSTANCE_NUMBER.

ROLLBACK_SEGMENTS

. Not needed, and in fact ignored, if you set
UNDO_MANAGEMENT to AUTO as recommended.

INSTANCE_NAME

. Normally, the INSTANCE_NUMBER concatenated to
DB_NAME.

INSTANCE_NUMBER

UNDO_TABLESPACE

. Each instance uses its own undo tablespace, which is visible (on
shared storage) and used by the other instances.
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CHANGING PARAMETER VALUES

*

How you change your initialization parameter val ues depends on whether you
areusing aPFILE or an SPFILE for your parameters.

»  ThePFILE isatext file and its contents can be changed with your
operating system editor.

»  The SPFILE isabinary file and its contents can be changed with the
ALTER SYSTEM command.

. Editing your SPFIL E with an operating system editor can result in
a corrupted SPFILE.

The ALTER SYSTEM command can be used to change the current value for a
parameter or to change the value of a parameter in an SPFILE or both.

> It cannot be used to change the value in aPFILE.

The SPFILE has several advantages over the PFILE and is recommended to
set valuesfor your initialization parameters.

. Simplifiesadministration

. Maintains parameter setting consistency

. Guarantees parameter setting persistence across database / instance
shutdown and startup events

All instances in the cluster database use the same SPFILE at startup.

»  The SPFILE needsto reside on the shared file system in aRAC
environment.

Parameter values can aso be changed from Enterprise Manage.
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When changing thevauesof your SPFI L E parametersthereisavery important optionto consider:
ALTER SYSTEM SET <parametername> = <value> [SIDoption] [SCOPEoption] ;

The Sl Doption updatesthe specified parameter in the SPFI L E and associ atesthe parameter and itsvalue
to aparticular instance.

ALTER SYSTEM SET db_cache_size=500M SID='xyz2' ;

Resulting SPFILE Entry
xyz2 .db_cache_size=500M

If you do not specify the SI Doption, thedefault is*, which meansthe parameter and itsvalue apply to
al of theinstancesin the RAC environment.

ALTER SYSTEM SET db_cache _size=500M ;

Resulting SPFILE Entry
* . db_cache_size=500M
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ADMINISTERING UNDO TABLESPACES IN RAC

%  Each RAC instance has its own undo tablespace.
»  All undo tablespaces reside on shared storage.

%  All instances can dwaysread all undo blocks throughout the cluster environment
for consistent read purposes.

%  Automatic Undo is the recommended procedure.
> It eases the management of undo segments.

> Oracle automatically manages undo segments (how many and their space
usage) among the various active sessions.

»  To enable automatic undo management, set the
UNDO_MANAGEMENT initialization parameter to AUTO.

%  Oracle automatically manages undo segments within a specific undo tablespace
that is assigned to an instance.

> Only the instance assigned to the undo tablespace can modify the
contents of that tablespace.

> Undo tablespaces in your Oracle RAC database are assigned by
specifying a different value for the UNDO_TABL ESPACE parameter
for each instance.

> Each instance in your RAC environment should have its own undo
tablespace.

%  All instances of an Oracle RAC database must operate in the same undo mode.
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To verify your undo management mode and the undo tabl espaces being used, check the
UNDO_MANAGEMENT and UNDO_TABL ESPACE parameters. Remember, all instances of an
Oracle RAC database must operate in the same undo mode.

SELECT inst_id, instance_name, name, value
FROM gvSinstance NATURAL JOIN gvSspparameter
WHERE name = 'undo_management' OR
name = 'undo_tablespace'
ORDER BY instance_name, name;

INSTANCE_NAME NAME VALUE
xyzl undo_management AUTO
xyzl undo_tablespace UNDOTBS2
xyzl undo_tablespace UNDOTBS1
Xy Z2 undo_management AUTO
xXyz2 undo_tablespace UNDOTBS1
xXyz2 undo_tablespace UNDOTBS2

Bothinstancesare operating in Automatic Undo Management mode.

If you need to change the assignment of an undo tablespaceto aninstance, usethe ALTER SYSTEM
command. Remember to usethe SI Doption to assign the undo tabl espace to the appropriate instance.

ALTER SYSTEM SET undo_tablespace = 'UNDOTBS3' SCOPE = BOTH SID='xyz2';

Note:
The SCOPEoption must occur beforethe SIDoption inthe ALTER SY STEM statement.

Afterthelast ALTER SYSTEM command, your parameter file contentswill be:

* .undo_management="'AUTO'
xyzl.undo_tablespace="'UNDOTBS1'
xyz2 .undo_tablespace="'UNDOTBS3"'
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ADMINISTERING REDO LOGS IN RAC

%  Inasingle-instance Oracle database environment, redo logs are stored in two or
more redo log file groups.

>

Each of these groups contains aredo log file, and possibly one or more
mirrored copies of that file.

%  InaRAC database, each instance requires its own set of redo log groups.

>

>

All redo log groups reside on shared storage.

Each set is known as a thread of redo logs.

. Each redo log thread must contain at least two redo log groups.
Each instance writes and archives the redo log groups in its own thread.

. This behavior isthe same as with single-instance Oracle databases.
In recovery mode, the instance performing the recovery is ableto read
and process al of the redo threads for the database, regardless of which

instance generated the redo threads.

If your database isin ARCHIVEL OG mode, then each instance must
savefilled log filesinto its own archive log thread.
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To view your current redo log groups and theinstances/threads they belong to:

SELECT DISTINCT thread#, instance, group#
FROM gvSlog JOIN gvsSthread USING (thread#)
ORDER BY thread#;

THREAD# INSTANCE GROUPH#
1 xyzl 1
1 xyzl 2
2 Xyz2 3
2 Xyz2 4

To add aredo log group to aspecific thread/instance:

ALTER DATABASE
ADD LOGFILE THREAD 1 GROUP 5 ('/u02/oradata/xyz/redo05.1log"')
SIZE 50M;

Note:
If you do not specify thethread, the redo |og group gets added to the current instance.
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LABS

(1) For each nodeinyour RAC cluster, use SQL * Plusto add anew redo |og group to each instance.

(2] Use SQL* Pluscommandstoincreasethedb_cache sizeby 10%for eachinstanceinyour cluster.
Makesurethechangeispersi stent acrossinstancerestarts.
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RAC TROUBLESHOOTING

CHAPTER 15 - RAC TROUBLESHOOTING

-

*

OBJECTIVES

L ocate and interpret the contents of
critical RAC alert and RAC component
logfiles.

Execute the crsctl command to diagnose
cluster issues.

Execute the cluvfy utility and useits
various commands to diagnose cluster
problems.

Execute various Oracle-supplied scripts to
diagnose RAC problems.
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THE ORACLE CLUSTERWARE ALERT LOG

%  Theclusterware aert log is used to track clusterware startup, shutdown, and
operational messages.

>

>

The log resides in $CRS_ HOME/Iog/node.

It's commonly used to determine if there has been aloss of either voting
or OCR disk and clusterware membership.

It only applies to cluster specific resources and can't be used for database
and nodeapps related resources.

%  Thelog containsthefollowing information:

OCRfileavailability

OCR version number

Votingdisk availability

Number of active voting

Cluster membership (nodes in the cluster)

Cluster daemon startup
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Thefollowing example showsaproblem with the/deviraw/raw2 OCR file operating system permissions.

[client (15193) ]CRS-1006:The OCR location /dev/raw/raw2 1is inaccessible.
Details in /uOl/app/oracle/product/10.2.0/crs/log/rst-consult05/client/
ocrconfig 15193.1log.

# more /ull/app/oracle/product/10.2.0/crs/log/rst-consult05/client/
ocrconfig 15193.1log
/ul0l/app/oracle/product/10.2.0/crs/log/rst-consult05/client/
ocrconfig 15193.log: Permission denied

Thefollowing isan example of anodeleaving the cluster (graceful shutdown) and rejoining the cluster:

[cssd(15818) ]JCRS-1601:CSSD Reconfiguration complete. Active nodes are
rst-consult05

2007-09-22 09:27:52.490

[crsd(15407) ]JCRS-1204:Recovering CRS resources for node rst-consult06.
[cssd(15818) ]JCRS-1601:CSSD Reconfiguration complete. Active nodes are
rst-consult05 rst-consult06
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CLUSTERWARE COMPONENT LOG FILES

%  Thethree clusterware daemons (crsd, cssd, evmd) al havelog files that contain
log and trace information; however, the crsd and cssd logs are the most useful
when debugging clusterware operations.

%  Thecrsd log shows the clusterware starting and stopping resources.

> The crsd log files can be found in  the $CRS HOME/log/node-name/crs/
crsd.logfile.

> Each cluster node generates and maintains a separate crsd log, which
containsthefollowing information:

Clusterware startup

Number of OCR found at startup

OCR version

Nodeapps, ASM instance and database instance startup

VIPfailover over and failback

Cluster membership

%  The cssd log shows the network and disk heartbeat status and any messages
from third party clusterware; it's essential to track down the cause of node
evictions.

»  Thelog files are stored in the $CRS_HOME/log/node-name/cssd/
ocssd.log fileand contain the following information:

css daemon startup

Node membership

Network heartbeat timeout message

Voting disk timeout messages

Node fencing messages

Routine trace messages

%  Theevmd daemon is used for messaging between clusterware nodes.

»  Thelog files are stored in the $CRS_HOME/Iog/node-name/evimd
directory.

> Not documented - refer to Oracle support with regard to these logs.
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Thefollowing crsd log showsthe startup of nodeapps, ASM, and database resources.

2007-09-27 17:45:03.728: [ CRSRES][2723687344]0Attempting to start ‘ora.rst-
consult02.vip' on member ‘rst-consult02‘

2007-09-27 17:45:07.663: [ CRSRES][2723687344]0Start of ‘ora.rst-consult02.vip®
on member ‘rst-consult02' succeeded.

2007-09-27 17:45:07.709: [ CRSRES][2723687344]0startRunnable: setting CLI values
2007-09-27 17:45:07.712: [ CRSRES][2723687344]0Attempting to start ‘ora.rst-
consult02.LISTENER RST-CONSULTO02.lsnr' on member ‘rst-consult02‘

2007-09-27 17:45:09.759: [ CRSRES][2723687344]0Start of ‘ora.rst-
consult02.LISTENER_RST-CONSULTO02.lsnr' on member ‘rst-consult02' succeeded.
2007-09-27 17:45:13.095: [ CRSRES][2681052080]0Attempting to start ‘ora.rst-
consult02.ons' on member ‘rst-consult02:

2007-09-27 17:45:14.634: [ CRSRES][2681052080]0Start of ‘ora.rst-consult02.ons‘
on member ‘rst-consult02' succeeded.

2007-09-27 17:45:14.665: [ CRSRES][2713197488]0Start of ‘ora.rst-
consult02.ASM2.asm' on member ‘rst-consult02' succeeded.

2007-09-27 17:45:14.748: [ CRSRES][2713197488]0Attempting to start
‘ora.orcl.orcl2.inst' on member ‘rst-consult02:

2007-09-27 17:45:35.419: [ CRSRES][2713197488]0Start of ‘ora.orcl.orcl2.inst' on
member ‘rst-consult02' succeeded.

Theprimary use of the cssd logisto identify network and voting disk access problems. It'sadvisableto
grep thislogfor thelitera "timeout" to look for network and voting disk accesserrors.
Thefollowing example showsthe start of the cssdaemon

S more SCRS_HOME/log/node/cssd/ocssd.log
Oracle Database 10g CRS Release 10.2.0.1.0 Production Copyright 1996, 2005
Oracle. All rights reserved.

[ CSSD]2007-09-26 16:20:12.311 >USER: Oracle Database 10g CSS Release
10.2.0.1.0 Production Copyright 1996, 2004 Oracle. All rights reserved.
[ CSSD]12007-09-26 16:20:12.311 >USER: CSS daemon log for node rst-

consult0l, number 1, in cluster clusterOl
[ clsdmt]Listening to (ADDRESS=(PROTOCOL=ipc) (KEY=rst-consult01DBG_CSSD) )

[ CSSD]2007-09-26 16:20:12.319 [3086882496] >TRACE: clssscmain: local-only
set to false

[ CSSD]2007-09-26 16:20:12.337 [3086882496] >TRACE: clssnmReadNodeInfo:
added node 1 (rst-consult0l) to cluster

[ CSSD]2007-09-26 16:20:12.350 [3086882496] >TRACE: clssnmReadNodeInfo:
added node 2 (rst-consult02) to cluster

[ CSSD]2007-09-26 16:20:12.356 [61107120] >TRACE: clssnm_skgxnmon: skgxn
init failed, rc 1

[ CSSD]2007-09-26 16:20:12.356 [3086882496] >TRACE: clssnm_skgxnonline:
Using vacuous skgxn monitor

[ CSSD]2007-09-26 16:20:12.365 [3086882496] >TRACE: clssnmDiskStateChange:

state from 1 to 2 disk (0//dev/raw/raw2)
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USING CRSCTL TO DIAGNOSE CLUSTER ISSUES

%  crsctl isthe clusterware command-line interface available to systems and
database administrators.

%  crsctl stop crsis the supported method for stopping the Oracle Clusterware.

> Stopping the clusterware will stop al dependent resources (instances,
ASM, nodeapps).

%  crsctl start crsisthe supported method for starting the Oracle Clusterware.
%  Thestop and start crs options require the user to have root privileges.

L crsctl check crslists the status of the Oracle clusterware.
> Can be run as user oracle or user root.

%  crsctl disable crs disables the automatic startup of the clusterware.

%  crsctl enable crs enables automatic startup of the clusterware at boot time.

»  These arefrequently required when debugging clusterware, rebooting, or
when there is maintenance scheduled and you want to ensure that the
clusterware doesn't accidentally start up.
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# crsctl stop crs

Stopping resources. This could take several minutes
Stopping resources. This could take several minutes.
Successfully stopped CRS resources.

Stopping CSSD.

Shutting down CSS daemon.

Shutdown request successfully issued.

# crsctl start crs
Attempting to start CRS stack
The CRS stack will be started shortly

# crsctl check crs

CSS appears healthy
CRS appears healthy
EVM appears healthy
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USING DIAGCOLLECTION.PL

%  diagcollection.pl is a Perl script that collects diagnostics, including cluster logs
and OS core files, and creates zipped tar files.

> Oracle Support frequently requiresthis collection be done while logging
RAC related tar's.

> The script resides in the $CRS HOME/bin directory.

> It only gathers logs from the node on which it's executed, so you must
execute it on each RAC node for a complete collection.

> Note that the ORA_CRS HOME environment variable must be set for
crs diagnostics and the ORACLE_HOME environment variable must be
set for Oracle Home diagnostic.

> The script must be executed with root privileges when gathering crs
diagnostics.

S SCRS_HOME/bin/diagcollection.pl -collect - clean —-coreanalyze
> collect --option

- crs— Collects crs diag information.
. oh — Collects Oracle Home diagnostic information.
- -all — Collectsall information. (Default)

. nocore — Unix only. Does not package core files.

> clean — Cleans up previous executions of the script.

> cor eanalyze — Unix only. Extracts core file information.
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Thefollowing examplewill collect cr sand Oracle homediagnostics.

$ export ORA_CRS_HOME=/ull/app/oracle/product/10.2.0/crs
$ export ORACLE_HOME=/ull/app/oracle/product/10.2.0/DB

S su

# SORA_CRS_HOME/diagcollection.pl —collect -all

S ls *.gz

-rw-r—r— 1 root root 36129 Sep 27 12:28 crsData_rst-consult02.tar.gz
-rw-r—r— 1 root root 7297 Sep 27 12:28 ocrData_rst-consult02.tar.gz
-rw-r—r— 1 root root 3331 Sep 27 12:29 oraData_rst-consult02.tar.gz
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CHECKING INTERCONNECT SETTINGS

*

Operating system and Oracle commands can be used to determine whether the
interconnect is configured correctly.

$CRS_HOME/bin/oifcfg command will display the subnet and interfaces
being used for the public and private interconnect.

oifcfg getif —global

> oifcfg is aso used to change the subnet/interface being used for the
public or private network.

»  Thechangewill not take place until the clusterware isrestarted on all
nodes.

oifcfg setif —-node node-name | -global interface/subnet/type

. -global — All nodes

. subnet —The network address with 0 as the end number (10.1.1.0)
. interface — The hardware interface (ethl, bondO,etc)

. type — Public or private

ifconfig can be used to detect packets falling off of the UPD buffer.

> Cache Fusion uses multiple block requests when sending blocks across
the interconnect, and a heavy Cache Fusion load can flood the UDP send
and receive buffers.

> RX or TX errorsindicate that UDP packets are not being sent or received
correctly.
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Thefollowingwill changetheinterconnect to beon thebondOinterface onal RAC nodes:
# oifcfg setif -global bond0/10.1.1.0/cluster_interconnect
Thefollowing displaysthe status of theeth 1l interface:

# ifconfig ethl
ethl Link encap:Ethernet HWaddr 00:14:22:22:0C:E6
inet addr:192.168.2.2 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::214:22ff:fe22:ce6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:82467 errors:0 dropped:0 overruns:0 frame:0

TX packets:85621 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:46412399 (44.2 MiB) TX bytes:54983934 (52.4 MiB)
Base address:0xccc0 Memory:df8e0000-df900000

Therearetwo waysto resolve UDPbuffer errors. You can either increasethe UDPbuffer sizeor lower
DB FILE MULTIBLOCK_READ_CNT init.ora parameter. Lowering this parameter hasamajor
impact on the use of indexes versusfull table scans. Lower valuesarefavored in OLTPbased databases
(index access) whereas DataWarehouse databases favor higher values (full table scans).
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CLUVFY — VERIFYING CLUSTERWARE COMPONENT

INTEGRITY
%  cluvfy verifies that the clusterware components and node operating systems are
configured correctly.

> In addition, it checks user equivalence to see if the nodeapps are running,
unlike crsctl.

. For user equivalence errors, verify that the ssh keys for user oracle
haven't changed.

. For cluster manager integrity errors, check the clusterware log files
to determine why the applicable daemons are not running.

S cluvfy stage -post crsinst -n node-name,node-name ..

Page 346 Rev21.2 ©2011 ITCourseware, LLC



CHAPTER 15 RAC TROUBLESHOOTING

S /ull/app/oracle/product/10.2.0/crs/bin/cluvfy stage -post crsinst -n rst-
consult0l, rst-consult02

Performing post-checks for cluster services setup

Checking node reachability...
Node reachability check passed from node “rst-consult01”.

Checking user equivalence...
User equivalence check passed for user “oracle”.

Checking Cluster manager integrity...

Checking CSS daemon. ..
Daemon status check passed for “CSS daemon”.

Cluster manager integrity check passed.

Checking cluster integrity...
Cluster integrity check passed

Checking OCR integrity...

Checking the absence of a non-clustered configuration...
All nodes free of non-clustered, local-only configurations.

Uniqueness check for OCR device passed.

Checking the version of OCR...
OCR of correct Version “2” exists.

Checking data integrity of OCR...
Data integrity check for OCR passed.

OCR integrity check passed.
Checking CRS integrity...

Checking daemon liveness...
Liveness check passed for “CRS daemon”.

Checking daemon liveness...
Liveness check passed for “CSS daemon”.

Checking daemon liveness...
Liveness check passed for “EVM daemon”.

Checking CRS health...
CRS health check passed.

CRS integrity check passed.
Checking node application existence...

Checking existence of VIP node application (required)
Check passed.

Checking existence of ONS node application (optional)
Check passed.

Checking existence of GSD node application (optional)
Check passed.

Post-check for cluster services setup was successful
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CLUVFY —VERIFYING CLUSTER REGISTRY INTEGRITY

%  cluvfy command also checks the OCR files/devices to ensure that they're
consistent.

»  Any inconsistent OCR should be replaced.
. OCRCONFIG —RESTORE
. dd of abinary backup of a consistent OCR

S cluvfy comp ocr

Page 348 Rev21.2 ©2011 ITCourseware, LLC



CHAPTER 15 RAC TROUBLESHOOTING

S cluvfy comp ocr
Verifying OCR integrity
Checking OCR integrity...

Checking the absence of a non-clustered configuration...
All nodes free of non-clustered, local-only configurations.

Unigqueness check for OCR device passed.

Checking the version of OCR...
OCR of correct Version “2” exists.

Checking data integrity of OCR...
Data integrity check for OCR passed.

OCR integrity check passed.

Verification of OCR integrity was successful.
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CLUVFY — VERIFYING CLUSTER INTEGRITY

%  cluvfy verifiesthat the clusterware daemons are running and performs a health
check.

»  Any daemons that are not running should be diagnosed and fixed.
> Use the appropriate log files to diagnose the problem.

> Once the problem is fixed, use crsctl start crsto restart the clusterware.

S cluvfy comp crs
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$./cluvfy comp crs

Verifying CRS integrity

Checking

Checking
Liveness

Checking
Liveness

Checking
Liveness

Checking

CRS integrity...

daemon 1liveness...
check passed for “CRS daemon”.

daemon 1liveness...
check passed for “CSS daemon”.

daemon 1liveness...
check passed for “EVM daemon”.

CRS health...

CRS health check passed.

CRS integrity check passed.

Verification of CRS integrity was successful.
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OCRCHECK — VERIFYING THE ORACLE CLUSTER
REPOSITORY

%  Useocrcheck to check the Oracle Cluster Repository to ensure that the primary
and mirrored repositories are consistent.

%  Aninconsistent OCR can be repaired by copying a consistent OCR or restoring
from an OCR backup.

> Oracle backs up the OCR every four hours.

> Oracle keeps three backups: the backups for the last four hours, the last
day, and the last week.
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S ocrcheck
Status of Oracle Cluster Registry is as follows :

Version g 2
Total space (kbytes) 3 263928
Used space (kbytes) g 3840
Available space (kbytes) g 260088
ID : 451284365
Device/File Name

: /dev/raw/rawl

Device/File integrity check succeeded
Device/File Name : /dev/raw/raw2

Device/File integrity check succeeded
Cluster registry integrity check succeeded

Thefollowing showstheocr check output when one of the OCR filesisnot consistent

[oracle@rst-consult0l bin]$ ./ocrcheck
Status of Oracle Cluster Registry is as follows :

Version g 2
Total space (kbytes) 3 263928
Used space (kbytes) g 3840
Available space (kbytes) g 260088
ID : 451284365
Device/File Name : /dev/raw/rawl
Device/File integrity check succeeded
Device/File Name : /dev/raw/raw?2

Device/File integrity check failed

Cluster registry integrity check succeeded
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RAC DATABASE ALERTS

*

Use either the Grid Control or the Database Console to look at RAC Database
alertsor have notifications automatically sent viaemail.

> RAC Database alerts are in the Cluster Database Home page.
Alerts are triggered by metrics that exceed a given threshold.

The Oracle Enterprise Manager Database and Database Related Metric
Reference Manual containsadetailed list of al alerts.

> Recommended alerts for RAC monitoring are:
. Response Status — Shows when a cluster node leaves the cluster.
. Open Instance Count — Shows when instances are shutdown.
Current alerts are displayed on the Cluster Database page.

> For dert history, go to the Cluster Database page, select All Metrics,
select the desired metric, and the alert history will be displayed.

The MGMTSALERT_HISTORY view contains historical information for any
alertslogged in the Management Repository.

> Some useful columns are:

. target_name — Name of the target.

. metric_name — The formal metric name.

. metric_label — The metric name as an intuitive display name.

. collection_timestamp — The date and time the aert was
generated.

. message — Suggested action messages.
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Thisexample showsthe current alertswhen an instanceis aborted.
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THE RACDIAG.SQL SCRIPT

%  Theracdiag script gathers common RAC related statistics.

»  Thetext for the script isin metalink note 1357141.1 — copy the text into a
filetouseit.

»  When prompted, supply the name of the instance to diagnose.

»  The script generates aracdiag output file with name "racdiag_" followed
by the database name, an underscore, the name of the instance, and the
literal "?.amp.out".
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Thescript gathers:

* |nstancestart and uptimes

= Sessonleve wait events

= GESLock blockers

= GESLock waiters

= Local enqueues

» Lachgatigtics

= Global cache CR performance

= Resourceusage

=  Generatesand hangcheck anadyzedump
= DLM (Distributed Lock Manger) traffic
= Lock conversations

=  Top 10writepinging/Cache Fusion objects
= ToplOfasepinging

= |nit.oraparameters

»  Sesson/Processreference

= Sysgemdatistics

=  SQL forwaiting sessons
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THE ORADEBUG UTILITY

%  Theoradebug utility is frequently used by Oracle Support to debug RAC and
non-RAC related issues, such as:

»  Veifying the Cache Fusion interconnect.

Evenif the clusterware is using the correct interconnect, there are
cases when the database will use the public instead of the private
network for Cache Fusion traffic.

The oradebug ipc command will verify which interconnect is being
used for Cache Fusion by looking at the IP address listed in the
SSKGXPT portion of the trace file.

SQL> oradebug ipc

> Generating ahangcheck analyze.

The oradebug command can generate a hangcheck analyze report
to confirm if the database isreally hung or if performanceis so
slow that it appears to be hung.

Frequently requested by Oracle support.

oradebug —-g all hanganalyze level

> Generating SYSTEMSTATE dumps.

Frequently requested by support when dealing with performance
related issues.

Shows what each process in the system is doing at the time the
state is taken.

SQL> oradebug dump system state 266
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Thisexampleverifiesthat theinterconnect on 1P 192.168.1.2 using UDP protocol isbeing used for Cache
Fuson.

SQL> oradebug setmypid

Statement processed.

SQL> oradebug ipc

Information written to trace file.

S vi *.trc

SSKGXPT 0xcd969c0 flags SSKGXPT_READPENDING socket no 7 IP 192.168.2.1
UDP 21700
context timestamp 0x5
no ports
sconno accono ertt state seqgt sent async sync rtrans acks
0x09268al0 0x6fcc9lal 32 3 32764 1 1 0 0 1
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LABS

(1) Runthecr sctl check cr scommand to check to seeif theclusterwareisrunningonbothRAC
nodes.

(2 Runthecluvfy command and executeapost cr sinstallation check. Validatethecurrent stateof the
OCRfiles.

(3] BringuptheDB Console. Set the Open | nstance count metricto generateawarning wheninstance
countfallsbelow 2.

Use SQL* Plusto abort one of the Database | nstances
GototheCluster Database pageand manually refreshthescreen. Look at the Alertspage.

Viewthealert history for theOpenInstanceMetric.

(4] Use SQL* Plusto query thealter history for your RA C database. Use Enterprise Manager toview
theAlerthistory fortheResponse Statusal ert.

® Theracdiag scriptiscommonly used by Oraclesupport to hel presolve RA C performancei ssues.
ThescriptisembeddedinMetalink note135714.1. Toimplement thisscript, bring upthemetalink
document usingabrowser. Usingthecopy function of your browser, highlight thecodeportion of
the node, open an editor, and paste the code portion. Connect to your RAC database as user sys
andexecutethescriptusing SQL*Plus.

(6] Generateahangcheck analyzeand SY STEM ST AT E dumpsof your RAC database.
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