SharePoint 2013 Virtual Environment Setup Enhancements and Fixes
Office 2013 Fixes (InfoPath Publishing and Document Check-Out)
The purpose of the following steps is to fix issues encounter with Office 2013 integration with SharePoint on virtual environments the do not have Internet.  The problems exist because some of Office 2013 features check with the operating systems Network Location Awareness (NLA) service to function properly.  These steps recreate what the NLA service looks for to determine if there is Internet access thus fooling the service and the client and making Office happy.
Add and Configure IIS to the Domain Controller Virtual Machine
1. Log back into ContosoDC virtual machine as “Administrator” with “Pa$$w0rd” for the password.
2. If Server Manager does not automatically launch then launch it from the task bar.
3. Click the Add roles link on the configuration tasks window.
4. Click the Next button on the first screen of the Add Roles Wizard dialog.
5. On the Select Server Roles page of the Add Roles Wizard check the Web Server (IIS) role and click Next.
6. Click Next on the Inroduction to Web Server (IIS) page.
7. Click Next on the Select Role Services page.
8. Click Install on the Confirm Installation Selections page.
9. Click Close on the Installation Results page.
10. Click the folder icon on the Task Bar to open an instance of Windows Explorer.
11. Navigate to C:\inetpub\wwwroot.
12. Create a new text file in the wwwroot folder named “ncsi.txt”.
13. Open the new “ncsi.txt” file in Notepad and add the text “Microsoft NCSI”, without the quotes, but do not hit enter at the end of the line.  The text “Microsoft NCSI” should be the only thing in the file without any return characters at the end of the line.
14. Click the File -> Exit from within Notepad and then click the Save button.
Configure DNS Zone and Entries for NLA
1. Click Start > Administrative Tools > DNS to open the DNS management console.
2. Click to select the CONTOSODC server icon in the tree pane.
3. Right-click the CONTOSODC server icon and choose New Zone… from the menu.
4. Click the Next button on the New Zone Wizard dialog window.
5. Click the Next button on the Zone Type page of the New Zone Wizard dialog window.
6. Click the Next button on the Active Directory Zone Replication Scope page of the New Zone Wizard dialog window.
7. Click the Next button on the Forward or Reverse Lookup Zone page of the New Zone Wizard dialog window.
8. In the Zone name field type a period “msftncsi.com” And click the Next button on the Zone Name page of the New Zone Wizard dialog window.
9. Click the Next button on the Dynamic Update page of the New Zone Wizard dialog window.
10. Click the Finish button on the final page of the New Zone Wizard.
11. Expand the Forward Lookup Zones and right-click the new msftncsi.com zone and select New Host (A or AAAA)… from the drop down menu.
12. Enter “dns” in the Name field and 131.107.255.255 in the IP address field and click the Add Host button.
13. Click the OK button on the DNS dialog.
14. Enter “www” in the Name field and 10.0.0.100 (IP of ContosoDC) in the IP address field and click the Add Host button.
15. Click the OK button on the DNS dialog.
16. Click the Done button on the New Host dialog.
17. Close the DNS manager window.
Configure a Default Gateway Address Option in DHCP
1. Click Start > Administrative Tools > DHCP to open the DHCP management console.
2. Expand contosodc.contoso.com under the DHCP tree.
3. Expand the IPv4 group.
4. Right-click the Server Options container and choose Configure Options… from the drop-down menu.
5. Check the option 003 Router and enter 10.0.0.100 (IP of ContosoDC) in the IP address field and click the Add button.
6. Click the OK button to close the dialog and save the change.
Renew DHCP at the Client Workstation and Verify the Client Thinks it has Internet Access
1. Log into the workstation virtual machine that has Office 2013 installed.
2. Open a command prompt and type ipconfig /renew.
3. Verify the IP address of contosodc is listed as the default gateway address.  The IP should be 10.0.0.100.
4. Verify the client’s network status indicator in the lower left side of the Task Bar notification area shows the client has Internet access.
Note: The client does not really have Internet access but it thinks it does and that should allow the Office 2013 SharePoint integration features to work properly.
SharePoint Server Load Performance Enhancements
The following steps are designed to improve the load times for SharePoint web pages and eliminate possible timeout issues.  These steps are most useful on virtual environments that do not have internet access.  The SharePoint server periodically tries to retrieve Certificate Revocation Lists (CRL) from the Internet when services first start or when pages first load.  This is especially apparent after the server has restarted or when IIS has been reloaded.
Export the SharePoint Root Certificate and add it to the Local Computers Trusted Root Certificate Authorities List.
1. Log into the SharePoint server virtual machine as SP_Admin.
2. From the Start menu hold down the shift key and right-click the SharePoint 2013 Management Shell and choose the run as an administrator option.
3. Type the the following Windows PowerShell commands: 
$rootCert = (Get-SPCertificateAuthority).RootCertificate 
$rootCert.Export("Cert") | Set-Content C:\SharePointRootAuthority.cer -Encoding byte
Note: You must run the Management Shell as an administrator or the second command will fail.
4. From the Start menu open the Run command window and type “mmc” and click the OK button to launch a Management Console window.
5. Click the File menu from the MMC console window and choose Add/Remove Snap-in… from the drop-down menu.
6. Select Certificates from the list of Available snap-ins and click the Add> button.
7. Select the radio button labeled Computer account and click the Next button.
8. Verify Local computer is selected and click the Finish button.
9. Click the OK button to close the Add Remove Snap-ins dialog.
10. Expand the Certificates (Local Computer) tree item under the Console Root.
11. Right-click the container labeled Trusted Root Certification Authorities and select All Tasks -> Import… from the drop-down menu.
12. Click Next on the Certificate Import Wizard dialog.
13. Click Browse then find and select the “C:\SharePointRootAuthority.cer” file that was created in the earlier step and follow the remaining steps to complete importing the certificate.
14. Close the MMC window without saving when the import is completed.
Configure the Local Security Policy of the SharePoint Server to not Automatically Update Certificates in the Microsoft Root Certificate Program
1. Under the Computer Configuration node in the Local Group Policy Editor, double-click Policies.
2. Double-click Windows Settings, double-click Security Settings, and then double-click Public Key Policies.
3. In the Details pane, double-click Certificate Path Validation Settings.
4. Click the Network Retrieval tab, select the Define these policy settings check box, and then clear the Automatically update certificates in the Microsoft Root Certificate Program (recommended) check box.
5. Click OK, and then close the Local Group Policy Editor.
6. [bookmark: _GoBack]Restart the SharePoint server to ensure setting take effect.
